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Abstract

Credibility Assessment, truth verification or lie detection — many terms point to the perpetual
endeavour of developing procedures that are supposed to ensure the authenticity of others. This is
especially true when the place of action is a vulnerable infrastructural site and the target action is to
avert threats. Airports are large architectural filtering systems, in which people and goods are
channelled through technological and human screening procedures. But airports also serve as a
prominent place for imaginaries of automated control technologies. Although at least in Germany,
such technologies are still subject to laboratory work and field trials, they share the notion of
searching for harmful intentions with current filtering systems. Embedded in the nexus of STS
scholarship, critical security and surveillance studies, the article sheds light on the differences and
commonalities of human-centred suspicion practices at the airport and its envisioned automated
equivalents in the laboratory. Based on insights of focused ethnographic research at German airports
and in-depth interviews with researchers, the article presents three empirical case vignettes,
highlighting the rationales of human border control, airport security screeners and researchers.
Focusing on the role of tacit knowledge for identifying indicators for harmful intentions, the human -
centred rationale of baselining is put into relation to the so-called ground truthing in computational
contexts. The field insights suggest that, despite their differences, each mode of thinking and doing
relies on conceptualising a so-called phenomenon of harmful intentions as a non-verbal physical
display, that manifests itself as an epistemological object as well as a single truth.
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Introduction

Since the aftermath of 11" September 2001 (referred to as 9/11 hereafter), airport security has been
characterised by the ambition to identify persons that might pose a threat to aviation. The search for
a solution in screening the travellers has fuelled socio-technical imaginations (Jasanoff 2015), like a
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‘Tunnel of Truth’ (see Magnuson 2008),' through which travellers shall pass seamlessly without
stopping, unless the screening systems detect something anomalous on them (weapons) or about
them (harmful intentions). US-based projects with these detection targets, such as the ‘Automated
Virtual Agents for Truth Assessments in Real-time’ (AVATAR)? (O’Shea et al. 2018; Nunamaker,
Burgoon and Giboney 2016), have been mimicked by EU-Horizon 2020-funded research: i.e. ‘Iborder

Ctrl’ was developed as an Automated Deception Detection System (ADDS, O’Shea et al. 2018). As

applied research outcomes, the aforementioned prototypes exemplify a tinkering with security

technologies and support ‘solutionist promises’ with security politics (Trauttmansdorff 2022, 145).
In spite of these attempts to automate intention detection, the verification of travellers’ intentions is
still processed by humans at the entry interview and behavioural observations by police border guards
and airport security screeners, respectively.

The article explores the human- and machine-centred approaches of the search for harmful
intentions. Through tracing the rationales within these approaches, such as baselining and ground
truthing, we the authors, aim at discerning the epistemological differences and similarities of this
particular form of suspicion work.? Situated at the nexus of science and security studies (STS), critical
security, and surveillance studies, the article is based on a focused ethnography within the field of
airport security and in-depth interviews with researchers of automated intent detection systems.*

After outlining the key discussion lines on airport security and the creation of suspicion, we
introduce the theoretical lens of our analysis. Drawing upon the differentiations of tacit knowledge as
in the work of sociologist of science Harry Collins’s (2010), we extend this theoretical lens with the
concept of material and symbolic filtering (Cubasch, Engelmann, and Kassung 2021). The latter

approach allows for the intermediation of the human suspicion work through sociotechnical devices
to be considered. Extending the view from materiality to automation the paper further emphasises
the imaginaries within the development process of the detection systems (as coined by O'Grady 2021).
Subsequently, we present three vignettes concerning different actors, as well as practices from our
field of intent detection to illustrate the empirical findings. This is done after introducing the
methodological frame of the fieldwork, which entails the practices of human border control, airport

'These ideas have been continuously perpetuated, as in the form of the so-called ‘Future Attributed
Screening Technology’ (FAST) of the US Department for Homeland Security (DHS) (Egbert and Paul 2019).
2 The AVATAR-Prototype has been tested in Canada and the EU (see Elkins et al. 2014), but is, to our
knowledge, the only system that has been transformed into a commercial start-up (Discern Science n.d.).
3We use the term suspicion as a general (collective) mindset that characterises the anticipatory control
culture since 9/11, but not as the legally defined category of police work since our observations targeted a
much broader suspicion practice than the legal framework defines (see Pollozek and Passoth 2024, 4, 5).
4The article is based on field insights of the research project ‘Socio-technical systems of anticipatory truth
verification in the field of airport security’, conducted by the University of Hamburg and the RWTH
Aachen University in 2021-2024. It was funded by the German Research Foundation (DFG) — grant
number 442224904.
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screeners and researchers of automatised intent detection methodological, as well as practical
perspectives on automated airport security. Building upon empirical vignettes in each case, we trace
the practice of how criteria that lead to suspicion are created, considering the reciprocal influence of
knowledge and materiality. In relating each case to one another, we argue that there is a similarity in
eachrationale, whereby the idea of a single truth is nourished through the procedural reality that they
create. By highlighting the situatedness and contingency within the human rationales — which differs
from the predefined machine-centred procedures — we close in pointing to the impact on society at
large, as well as the article’s contribution for the STS scholarship in the area of airport security
processes.

Perspectives on Filtering Threats and Sorting People at the Airport

As contemporary airports are sites of contradictions, being both a highly commercialised and a highly
securitised space, the impact of this ambivalence for the practices of airport security has been widely
scrutinised by scholars within the nexus of STS, critical security and surveillance studies. Within
critical security studies, Mark Salter (2008), engaged with the conflicting prerequisites of
accelerating the flow of people, luggage and goods, while at the same time intensifying security
controls. This leads to situations where in-state security actors find themselves confronted with the
special demands, ‘where security presents itself as an economic imperative’ (Aas, Gundhus, and
Lomell 2009, 13). Ethnographic insights like those by Chiara Bassetti (2017, 2021) exemplify the

‘mission ambivalence’ of airport security screeners, specifically their public-private role, as a
‘dialectic’ (2017, 3) of the setting. These double demands are also mirrored in the material
infrastructure. Sociologist and STS scholar Jorg Potthast (2016, 141) identifies two types of spaces
colliding: ‘public spaces of anonymity’ conflating with spaces ‘that urge for a complete identification,
before the security checks, providing persons with bad intentions a perfect hiding place in the
anonymous crowd, after the security gate a completely recorded and monitored population’.s
Therefore, both security gates and border technologies have been looked upon either for what (kind
of policy) they represent, or for how they materialise political rationales (see Trauttmansdorff 2022,

135; also Linhardt 2000, 83—89), something that is becoming evident within the shift to proactive
security.

Shifting from a Reactive to Proactive Rationale
As the attacks of 9/11 have been described as revealing the weaknesses of airport security (Potthast
2011, 226), aviation matters have since been placed in a special focus of the new security rationale,

whose primary ontological contour has been the reshaping of risk in an anticipatory logic (Amoore

5> Translation by the authors, as all translations from literature and interviews from German to English are
by the authors.
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2013, 9). As such it differs fundamentally from traditional procedures that based their crime and
security control measures on obtaining information about past events. Since 9/11, this former logic of
risk, which was based on a probabilistic rationale, has been replaced by a future knowledge related
rationale of ‘possibilities’ (see ibid.). Within this new logic, technological security developments are
fuelled by sociotechnical imaginations (Jasanoff 2015) which promise the management of uncertainty
(Degenhardt and Bourne 2020). This promise — as STS scholar Lucy Suchman notes in her work on

the revival of Al in the military — is linked to the ‘enduring premise of objectivist knowledge’ within
technological systems (2023, 762).

Central to this kind of anticipation of the future are the elements of nonknowledge and
incalculability (see especially Amoore 2013), which International Security Politics scholars Claudia
Aradau and Rens van Munster (2007) link to the precautionary principle. They do this in order to grasp
how the current rationale ‘entails drastic prevention at the catastrophic horizon of the future, as well
as generalised and arbitrary surveillance at the limit of knowledge’ (see also Bigo and Tsoukala 2008,
2). The limits of knowledge imply the anticipation of possible futures by means of technology, and the
airport is considered an attractive test site for this kind of new security technology (Bourne, Johnson,

and Lisle 2015). But besides being a testing ground itself, the airport’s demand for the acceleration of
control and sorting procedures inspires applied research in the laboratory as well, and hence the focus
of our article.

As this manifold utilisation of technologies has been characterised as being part of a broader
security assemblage (see Aradau and Blanke 2015), STS scholarship has indicated a social

‘demarcation through biotechnological innovations’ (Heinemann and Weifl 2016, 9) and thereby
scrutinised the development of behaviour -based biometrics for the creation of suspicion (Sutrop and
Laas-Mikko 2012; generally on border devices, Pollozek and Passoth 2024). Its underlying rationales

have been carved out by sociologist Didier Bigo and criminologist Anastassia Tsoukala (2008, 2);
emphasising that the imperative of free movement is transformed through a ‘normalisation of social
groups whose behaviours are monitored for their present and their future’. Therefore, a majority of
passengers is being normalised or trusted while a minority is filtered out and treated with suspicion —
processes that have been described as ‘social sorting’ and characterised as deeply economically
driven (Adey 2006, 196; more general Lyon 2008, 29—50).

Generating Suspicion through Humans and Automated Systems
The economic driven pre-filtering through programs like the ‘US-Trusted Traveller Programme’ is

just one of many forms of sorting the general public at the airport. This initiative shares a common
feature with the on-site filtering procedures: as their logic follows the search for the abnormal within
the travelling crowd. This inquiry, embodied through surveillance technologies, has been
characterised not only as a general distrust towards every traveller (Aas, Gundhus, and Lomell 2009),

but also as security-related profiling (Molotch 2014, 125—27). Hence the term and its practice have
been widely disputed because of their affiliation with a bias about ethnicity and nationality, for
example (see Adey 2009, 277). While it is a common practice in US and Israeli border checks, the
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differentiating of travellers by risk status is still disputed when it comes to standard European
procedures (Weydner-Volkmann 2017).

Scholars from surveillance studies that have scrutinised versions of sorting procedures
(profiling, biometrical reads etc.), such as Peter Adey (2004, 2009), are calling for a more profound
network analysis of how to relate the sorting architecture of humans and of objects. Concerning the
human-centred line of practice, Adey (2009) has analysed the Behavioural Screening Programme
SPOT* for the way it discriminates passengers according to a checklist of cues, which are read as
possible indicators for harmful intent, such as a terrorist attack. He carves out the resemblance to
traditional lie detection rationales (see also Littlefield 2011), thereby pointing to automated screening
systems carrying the same logic when relying on future knowledge about how passengers are
expected to behave (Adey 2009, 277).

With the rise of computational methods in airport controls, automatised screenings such as
the envisioned behaviour anomaly detection are emphasised as a neutral way of profiling (see
Chertoff 2007 in Amoore 2009) and are therefore imagined as eliminating the disputed bias of
human-centred suspicion practices. Resulting from the situational embeddedness, bias is seen as a
result of humans relying on their intuition and experience (see Ferguson 2017, 54). But this claim for

objectivity has been challenged, and the few automated detection concepts that have been tested at
airports have been scrutinised extensively among others for their reproduction of biases (Egbert and
Paul 2018, 2019; Sanchez-Monedero and Dencik 2020; Jupe and Keatly 2020; Sutrop and Laas-Mikko

2012). Although the vast field of detection approaches currently only exists in the laboratory, this
critique concerns them equally. It follows a general questioning of the way computational procedures
work when offering security solutions. Claudia Aradau and Tobias Blanke (2015, 7) are encouraging
researchers to (a) question how the data that is used for the formation of suspicion is collected,
particularly whether this is through big data, and (b) to form computational collaborations with social
scientists for this debunking endeavour (see e.g. Glouftsios and Leese 2023). This argument is

extended through critical algorithmic studies, which explore the co-constitution of algorithms and
society (e.g. Lehr and Ohm 2017; Barocas and Selbst 2016) and consider the invisible knowledge

production in the use of algorithms (see Bechmann and Bowker 2019; Gillespie 2014; Jaton 2017, 2021;
Amoore 2019). As an example, Florian Jaton examines the logic of algorithm-related data
accumulation, preparation, and classification, showing that it is based on ‘collective
problematization, that includes discussions and compromises among different actors’ (2021, 78).
Thereby, the naturalisation of the technological approach as an objective procedure is already
beginning at the level of developing systems, where detection criteria are transferred into algorithms
and machine-learning systems (see Egbert and Paul 2018, 2019; Jaton 2021). At the heart of the debate

6 For further critique of the ‘Screening of Passengers by Observation Techniques’ (SPOT) programme of the US
Transportation Security Administration (TSA) see Denault et al. (2020).
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lies what Christoph Musik and Matthias Zeppelzauer (2018, 4) called the ‘difference between the
‘algorithmic logic’ and the ‘editorial logic’’, which we translate in our context to meaning, which
people are considered risky and which indicators are defined as adequate as questions that are
negotiated politically rather than decided on by the technology per se (see Amoore 2013, 164).

Conversely, technologies have a ‘political rationality’ (Jobard and Linhardt 2008, 85).

Devices like e-gates or scanners, airport architecture, aviation security laws, and sociotechnical
security practices (like access controls) are all part of a ‘sociomaterial assemblage’ (Suchman 2007).
As Fabian Jobard and Dominique Linhardt (2008, 85) highlight in their comparative study on
surveillance controls, ‘filtering technology’ could be ‘understood as a form of political semiology’,
within an ‘economy of suspicion’ (ibid., 83).” This Taylorisation of suspicion functions in the field as
a guarantee for efficiency, neutrality and protection of arbitrariness by the state actors (Linhardt
2000, 103). Hence, Linhardt (ibid., 84) showed in detail how security architecture and technology
forces people into action formats. In contrast, Fabia Schaufele (2017) explicitly carved out the
profiling inscriptions of security devices (see for the inscriptions of suspicion, Pollozek and Passoth

2024), but equally demonstrated that there is a potential of modifying scripts. Similarly, André
Biermannn and Stefan Kaufmann (2021) have shown how ambivalences that arise in the detection
process open up scope for action on part of security personnel.

Therefore, taking the contingencies of technical procedures into account, Potthast, Linhardt
and Jobard share a view that we would like to contest. They describe machine-centred procedures
(which date some years back) as positively attributed in their potential to overcome human fallacies.
Linhardt highlights that through the focus of suspicion on a collective level, this counts as
objectification. According to him, the suspicion is being objectified, because only the externals of the
person are taken into consideration through a predefined frame (2000, 103). Similarly, Potthast raises
the question: ‘Would not visual search by machines be more democratic as compared to manual
search carried out by operators following dubious and maybe racist stereotypes of what constitutes a
‘dangerous person?’’ (2011, 95).

This is where we embed our study, raising the question of what kind of knowledge generates
suspicion, followed by the contestation of the envisioned overcoming of bias through the use of
computational procedures. Besides the desiderata of an intensification of STS’s engagement with

security technologies (Degenhardt and Bourne 2020, 209), we intend to fill the blank space of an
inquiry into the parallels of human and computational practices on the subject of intent detection.

7 This emphasises how ontological politics are practice-based within the negotiation of security
technologies (see Schouten 2014).
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Outlining the Field

The way we take up suspicion within airport security is two-fold: it is part of police work as well as
that of airport security screeners;® but it is also subject to fields of research within the realms of
applied psychology and computational studies, especially those that are engaged with research on
automation intent detection, trying to find ‘solutions’ for large scale applications (Kleinberg, Arntz,

and Verschuere 2019; Honts and Hartwig 2014).° It is out of these fields of practice that we drew our

three case studies (empirical vignettes) for the article, which proved to be of major relevance for
exploring the human- and machine-centred approaches in their search for harmful intentions.

The first case study we chose were the border police (vignette 1), who rely heavily on their
expert knowledge, accompanied by data-driven technologies. For border police officers, threat
analysis is part of their daily work, without being especially trained in behavioural analysis. The work
of the distinct group of behavioural analysts within the police (which is still small in numbers in
Germany) is not the subject of our analysis, as it is the everyday and common police practice
concerning intent detection that we are interested in. The second case (vignette 2) entails the work of
security screeners, that screen passengers and their luggage for prohibited items and other threats to
security. While their work is also partially automated, the third empirical case (vignette 3) focusses
on the work of researchers that conceptualise automated systems for intent detection.

Even though practices of border control and aviation security are inherently different — in
their training, aims, focus and regulation — they share the notion of averting threats by techniques
such as observing, interviewing, and screening, which is why we characterise both fields as airport
security work. Just as the research that anticipates the process of automating the detection of harmful
intentions, they follow the aim to differentiate and therefore filter passengers and objects according
to arisk that is anticipated. In the following, we use the term ‘filtering’ as a cultural technique which
emphasises the relation between the material and symbolic essence; as such it refers to a technique
of differentiation which evolves an interplay with the environment (see Cubasch, Engelmann, and
Kassung 2021, 3, 5). In this way, we can acknowledge the fact that through the emergence of

computational methods, the generation of culture is no longer just a matter of human cognition, but
also of machine actions.

The focus of this article is to explore the rationales within the different filtering phenomena
that aim to detect harmful intent. We understand a rationale thereby in the governmental sense, as a

8 In Germany they are named air security assistants. In this article we use the term airport security screeners
which is common in the respective literature. It entails the diverse roles of not just screening, but also
acting as ‘unpacker’ and ‘attender’ (see Bassetti 2021, 601).

9 The paper is based on the research project ‘Socio-technical systems of anticipatory truth verification in
the field of airport security’, conducted by the Universitdt Hamburg and the RWTH Aachen University. It
was funded by the Deutsche Forschungsgemeinschaft (DFG, German Research Foundation) — project
number 442224904.
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mode of thinking and doing which forms the perception and assessment of problems, that can be
materialised and internalised in certain practices (see Krasmann 2003, 72—73). The most distinct

rationales we like to differentiate are those that base the anticipated normalcy regarding the
behaviour that is expected in a given context. For both cases of the human-centred filtering process,
we identified the rationale baselining which we will relate to the logics of the information filtering
process from the laboratory that functions on the basis of a (for the STS realms) still rather unfamiliar
computational phenomenon of ground truthing. A baseline in the respective police psychology
literature is predicated as representing ‘a level for assessing behaviour’, which means for the large-
scale context the collective base, which ‘forms the ‘normal state’ for the respective situational
context’ (Kriiger 2019, 193). In contrast, the research is characterised by rationales driven by the

perception of a norm and its deviations, which is termed ground truthing. The term ground truth was
originally used in remote sensing science and in geography, where humans are verifying pictures or
digitised information about a landmark taken from the air. Today, ground truth has become a standard
term in computational contexts, where it refers to problems of scaling, in other words transferring
reality into technical realms (Gil-Fournier and Parikka 2021). Overall, we can say that the term ground

truthing describes a practice whereby an anticipated truth is constituted within computational
filtering processes (Musik 2016).

In each of the chosen fields, the filtering rationales are entangled in a specific job-related
world of thought concerning their social environment. One facet they all share is that they do not
explicate the base of the indicators for their filtering of harmful intention. The human baseliner who
listens to a gut feeling and the machine-based procedure which develops into a black box both rely
on a form of tacit knowledge (Collins 2010), which is the common ground on which we will compare
them. Collins’s (ibid., 1) reflection on tacit knowledge refers to ‘knowledge that is not explicated’, but
as he points out, ‘is not’ does not mean ‘cannot’ (ibid., 4, 88—91), and it is this inability to explicate
knowledge that is at the base of the detection of intent that we will scrutinise. The relevance of
Collins’s work becomes apparent when the actors of the suspicion practice are convinced of their
knowledge as a kind of somatic and collective of tacit knowledge. This is influenced by what he terms
‘collective tacit knowledge’, which is inherently located in ‘social collectivity’ (2007, 257).

When Collins (2010, 123) emphasises ‘the kind of tacit knowledge that can only be acquired
through social embedding in society’, he underlines the inability of machines to adapt to different
social settings and their lack of ability to improvise. Both of these factors would hinder the transferral
of tacit knowledge to machines. Although this is a plausible argument, Collins neglects other ways of
tacit knowledge reaching technological systems — which, for the purposes of this study, we consider

to be analogous to machines. We argue that, contrary to Collins’s reasoning, automated knowledge
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itself appears to be necessarily implicit, as it is materialised knowledge.® Furthermore, the human-
centred filtering practices are supported by architectural and technological filters. These have been
delegated to act on suspicion, since the human ‘sense of normality’ has been inscribed to them
(Jobard and Linhardt 2008, 84). Respectively, we take up the concept of human improvisation to

illustrate its difference in rationale by comparing it to composition. We borrow this juxtaposition
from the field of jazz (Kurt 2008, 36), as the difference of improvisation and composition lies in their
relation to time: while the Latin word improvisus already implies a meaning of an unforeseeable
future, composition is based on decisions made in the past (ibid., 12). Thus, we divide filter techniques
into ‘composing’ filtering versus ‘improvising’ filtering.

When we look upon automated systems in our field, we target the conceptualisation of
detection systems within the laboratory. For this our lens has been coined by Nathanial O’Grady’s
(2021, 233) perception which goes beyond seeing automation as just ‘a set of computational processes
integrated into digital technologies’. Instead, he emphasises its relational feature and fosters
understanding that does not just consent to the common notion of automation as the depowering of
humans, but instead focuses on the question of which imaginaries and expectations in the
development of a system are connected to the situative practice in which they are prototyped. For us
this means to capture the imaginations of how intent is showing and how the technical systems are
supposed to target that. Since they are still devices in the laboratory, this poses the methodological
endeavour to capture facets of something that is not even realised yet. We argue though that the pure
tinkering® with the idea to detect intentions has a reality-constituting effect in itself, just as Mike
Bourne and colleagues (2015) show in their field study on the development of a security device.

Since we understand rationales as modes of thinking and doing, the different methodological
access for each field turned out to be a fitting way to get a glimpse of each field’s rationales in their
filtering to detect intent. Therefore, the chosen filtering approaches are suitable for a comparative
analysis. Like Potthast’s study (2011) on airport access controls shows, it is worthwhile to
differentiate between modes of control. He reaffirmed Jobard and Linhardt’s (2008) earlier study, in
which they compared surveillance modes of airports and no-go areas of a housing project. Similarly,
we aim to relate different fields to one another, as they have a shared goal of succeeding in intent
detection.

The research was conducted along the lines of the focused ethnographic approach as outlined
by Hubert Knoblauch (2001), which focuses on the background knowledge of a field section (ibid.,
137). This kind of short term, intensive ethnography requires a familiarity with the field so as to decide

10 Collins has been criticised for his strong focus on social factors when reflecting on the limits of machines
(see Gulick 2023). However, to engage in this discourse is beyond the scope of this paper.

1 The way we refer to the term ‘tinkering’ is in the sense of Karin Knorr (1979, 371), who points to the
research pragmatic to search for solutions instead of gaining knowledge during research.
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on a focus. We gained our ability to focus on field experience from a prior project on lie detection
(“From Polygraph to Brain Scan”, 2017-2020).> For the argument of this paper, we draw on 17
focused observational accounts that we conducted stemming from fieldwork with a duration from a
half-day to one-to-two weeks, distributed between three airports and one laboratory in Germany.
Furthermore, we draw on 105 ethnographic conversations (with 110 persons and 37 audio-recorded
in-depth interviews (with 42 different persons).

Just in line with the way Potthast (2011, 91) reflects on the difficulties of conducting research
in the field of airport security (see quite similar to Molotch 2014, 4—6), we were only allowed in the

field for a short amount of time, taking field notes instead of tape recordings, which supported the
approach of focused ethnography. The access we gained was through snowball sampling and contacts
from a former project, as well as directly approaching the field. The in-depth interviews with the
scientific field partly had follow-up interviews, which allowed us to deepen the reflections from the
field observations.

The collected material was analysed according to the principles of an abductive analysis
(Tavory and Timmermans 2014) and coded as analytical themes regarding the concept of the
detection procedure, as well as the ontology of intent and automation. Abduction in this sense aims
at ‘developing speculative theories within a systematic analysis of variation across a study’ (ibid.,
131). Key to this procedure is the iterative analytical process of relating the material to a diverse corpus
of theoretical literature, hereby working on recognising empirical surprises (ibid., 125).

Practising and Conceptualising Intent Detection

The new anticipatory security rationales have also been influential in the deception research field,
which has classically focused on finding methods to scrutinise individual accounts. Turning to finding
applications for large scale operations, such as airports, deception detection technologies emerge
with new aspirations for their intentions. One of these is the focus on so-called false (as equivalent to

deceptive) intentions instead of focusing on accounts of one’s past actions (see Vrij et al. 2011; Granhag

and Giolla 2014; Honts and Hartwig 2014; Kleinberg, Arntz, and Verschuere 2019).

On an epistemological level, the focus on verifying the credibility of intentions can be traced
back to key psychological research that presupposes intention as a mental state. This state is
accompanied by planning moments, which are the object of detection criteria when it comes to
verbal- and content-directed detection methods (Granhag and Giolla 2014, 195). This points to a

crucial distinction in the deception research field. It can roughly be divided along an epistemological
gap between cognitive theories, rather than theories of emotion- (or arousal-) oriented assumptions

for cues of false intentions (see Kleinberg, Arntz, and Verschuere 2019; Vrij, Hartwig, and Granhag

2Funded by the German Research Foundation (DFG) — grant number 320725678.
3 For a review on detection of intention approaches, see Feijoo-Fernandez, Carmen, and Halty (2018).
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2019). Researchers that are dedicated to cognitive explanations for cues of deception look at the
amount of content-based verifiable details (Jupe et al. 2017; see also Verschuere et al. 2023).

Emotional- or arousal-based approaches on the contrary are based on the assumptions that
nonverbal cues of intention show in the behaviour of people when they are heavily engaged
emotionally (i.e. through guilt or fear), and have an additional cognitive load, or try to control their
behaviour (for an overview, see Vrij 2008, 37—89).

Even though within deception research it is generally considered that ‘[t]here are no
nonverbal behaviours that are indicative of deception’ (Denault et al. 2020, 1), the tinkering with

automated approaches of measuring non-verbal behavioural cues continues. The popularity of cues
like movement patterns or micro expressions in computational approaches can be traced back to the
demand of easy and fast methods ‘to address the sheer volume of veracity judgments to be made’
(Granhag and Giolla 2014, 198). This stands in sharp contrast to the collectively voiced concerns from

the psychological field that these approaches lack theoretical soundness and empirical evidence
(Denault et al. 2020; Vrij, Hartwig, and Granhag 2019).

In the actual suspicion work at the airport, police and security screeners rely on given
applicable knowledge from their training, which means that they cannot wait for basic research to
find helpful answers. This opens the opportunity for providers of quick solutions to step in (see
Denault et al. 2020). Meanwhile the human-centred focus of behavioural cues in the form of

‘behavioural detection’ is on the rise within the field of European airport security.’ As it is still a
heterogeneous field of application, the basic thoughts of observing deviations to an anticipated
normalcy relying on behavioural cues is common within daily routines of airport screeners and border
police.’s Their professional background differs sharply, since the years of training (and studying) to
become a police officer does not compare to the rather short on-the-job training of a security
screener. Nevertheless, there are similarities when it comes to what kind of knowledge has to be
applied within the field. Both professions are trained in some form of interviewing and observing
behaviour to anticipate threats, combining content-related, verbal and non-verbal cues within their
interactive practice.

Border Police: ‘Something Isn’t Right’
A large part of the border police work (where we accompanied them) takes place in a small control

box, crowded with desks and chairs for the border guards, computer screens and some verification

4 In Europe, several countries (including the UK, Switzerland, Spain and Germany) have come up with
their own versions of a behavioural detection respectively analysis (for an oversight from a police
perspective, see Feijoo-Fernandez et al. 2023).

15 As pointed out before, general police work has to be differentiated from the special behavioural analysis
for which officers are specifically trained (see Kriiger 2019). So far they are not very common within
Germany.
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devices like the document scanner. During the entry interviews the border guards run the traveller’s
data through various databases, which sometimes leads to an indication of doubting a traveller’s
intentions:

The travellers come to the counter and present their passport, sometimes a residence permit. . ..
The officer places the passport in the document scanner to her right and looks at the screen on
which the chip image and the visible passport photo are shown. The program complains about parts
of the scanned passport, which the officer must look at and decide for herself whether she also sees
cause for complaint. By checking the databases, she sees a list of red hits that list various
documents, mobile phones etc. that were lost or stolen, confiscated, and so on. The officer checks
at high speed whether the passport in question actually contains one of the material or personal
findings listed here as hits. She now checks the passport: she goes through all the pages to see
where and which stamps are in the document . .. Once this is done, the officer asks: ‘Where do you
come from?’ ‘Why do you come to Germany?’ ‘How long do you want to stay?’ ‘What is your job?’
(border guard 2)

Although the key filtering interest in the field of airport security at large is to detect possible threats

by detecting ‘hidden criminal intentions during the build-up phase’ (Koller, Wetter, and Hofer 2015,
683), for border guards this is combined with other detection aims, such as visa overstays, document
fraud or open arrest warrants. With all travellers that go through the passport check, they must search
for evidence of forged documents. As the field note shows, border guards enact their authority in a
limited space with high technological density that manifests in information from the databases they
must check, which asks for a lot of the officers’ attention during the interaction with the passenger.
The filtering here is reassessed by the police, also because the level of sensitivity of the computational
filtering system is at times so roughly configured that there is a constant alert for most travellers (see
also Bonelli and Ragazzi 2014, 480 for the consistency of low-tech anticipatory practices). They must
check whether the computer’s alerts are correct, which, as Leese and Pollozek (2023, 8) describe,
contradicts the paradigm of efficient interventions through data at the airport. In order to clarify their
initial observation from the alert, they combine the information with statements from the traveller
in a check on ‘plausibility’.!6

Even in the face of information that fits the criteria of ‘low risk’ (see Molotch 2014, 103),

when they have doubts, the border guards will ask for further proof. Here we witness a change from
databank-driven profiling to a form of argument that addresses the truthfulness of the role of the
harmless passenger. They attempt to uncover narrative inconsistencies or incongruities in the
passenger’s narrative behaviour. The fact-like information is then contextualised by a verbal
statement in an often-similar communicative process structure: starting with the question of the
origin of a flight, something which is known information to the officers, from which they move on to

16 Equally plausibility is a cue within laboratory research on intent detection, see Vrij et al. 2011.
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increasingly unknown terrain, like ‘What is the reason for your stay?’ (several border guards). Similar
towhat Jorg R. Bergmann (1993, 305—6) reveals in his analysis of the communication structure of fire
department emergency calls, follow-up-questions from the border guards mainly serve to verify the
truth, even in the mode of small talk, in which phatic elements of communication come to the fore.
And here, surrounding these two filtering aspects, a third one emerges: the sense of the police officer
that there is an implausibility, which first and foremost unfolds as discrepancies between the
person’s appearance and the information she/he provides. Contrary to how Harvey Molotch (2014,
115) describes it, in this security regime a whole range of information that comes from routine
interactions such as small talk and jokes, which we often observed, is not eliminated into ‘irrelevant
topics’. It rather generates the base for their sensing (im-)plausibilities for which gaze avoidance, or
speaking too late or slowly when asked something, stand as examples (several border guards).

This kind of observation of travellers’ behaviour relies on their experience and professional
training. It guides their actions, which in light and in view of the high cognitive and time demands
that the computer processing of passengers entails, cannot be characterised as an ‘atrophy of
vigilance’ (ibid., 106). So here, besides the explicable indicators, resides an un-explicated context of
knowledge that is based on their expertise. This is when what is seen as implausible cannot be
explicated. Sometimes the missing plausibility comes from a contradiction of the expected norm. In
this regard, all persons in the field of border control emphasised the rationale of situational
baselining to be of key relevance to their work. Even though the security actors dealt with each person
individually, the baselining in this field could only be one that was oriented on collective behaviour.
This meant that the usual behaviour, attendance, staffage etc., at a specific time and place of the
airport is taken as a norm for this field. Here the necessity of clarification is also referred to as
‘something doesn’t feel right’ (several border guards) or ‘something doesn’t make sense’ (border
guard 5), meaning that plausibility is attributable to ‘common sense’ or familiarity with the
environment (several border guards). As Collins (2007, 261) notes, this kind of knowledge is
‘knowledge belonging to communities’ and therefore it ‘is beyond the control of the individuals
within the communities’. The information is assessed by the ‘human cognitive system operating as
thefilter’ (Razghandi and Yaghmaei 2020) and this kind of ‘gut feeling’ (several border guards) refers
to multisensory sources of immediate knowledge, entangled with interactions and observations of
passengers. Observations play a crucial role in their anticipation of indicators for harmful intent, but
it is situated: observation always takes place during the interaction, but sometimes it is also more
future-related, as for example when they peek through the glass pane gaining an impression of the
passengers waiting in line and anticipating what to expect. The sorting process of letting some people
pass while others need to be scrutinised further inherits rationales, and is partly data-driven — a
knowledge base which can be made explicit, but must be assessed and overruled by a less-explicable
form of filtering. The overruling that we observed confirms what Teresa Degenhardt and Mike Bourne
emphasise in their account of the ‘human ability to suspect’, when the border guards in their study

do not trust technology ‘to identify crucial differences that can be ‘sensed’’ (2020, 216).
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Airport Security Screeners: ‘Something’s Missing’
The workplace of airport security screeners forms a specifically shaped architectural microcosm that

guides their search for clues to suspicion. As with the border control, it is a technologically dense
environment (see also Bassetti 2017), but the diverse mini-checkpoints, where passengers and hand
luggage are searched, are spread over a larger area. These stations include the hand baggage drop-off
at the entry of the passenger screening; the body scanner and the manual search for dangerous objects
on the passengers’ bodies; the baggage screening using X-rays and the assessment of the resulting
2- or 3D images by the airport screeners, and the manual baggage check, which are supplemented by
random wipe tests for explosive materials. In this kind of pre-scripted setup, the technical devices,
passengers and their carried objects are transformed into epistemic objects (Linhardt 2000, 85). The

multitude of instruments provides for a ‘close sensing’ in which machine vision is supplemented with
the human touch (Parks 2007, 190)

Often the technical output provides orientation for further action. For example, if a test for
explosives is positive, a specific sequence of separate control measures is carried out: the passenger’s
body is manually examined again, the federal police are informed, databases are queried, boarding
passes are inspected and cameras are activated. This seemingly objective action orientation of the test
for explosives is contested, because it results from the fact that certain beverage containers cannot
be examined by the devices used for explosive trace detection and certain liquids cannot even be
recognized. Thus, the decision if further action is recommended is subject to negotiation. This
process, although intended to objectify suspicion (Linhardt 2000, 103), can also create surplus

meaning. In this context, it becomes apparent that also the X-ray images of the passengers’ baggage
can open up disruptive possibilities:

After returning [from the baggage drop-off station], Dana now sits at the hand-baggage screen
after standing for a long time. In an image she sees an object (small, square with several
components) that she ‘doesn’t like at all’. Her colleague sees it the same way. Dana calls the
module manager and shows him the item. He asks if she has already spoken to the passenger. She
denies this. He says that’s what he would do first to clear it up. Dana points to the image again and
says that it has everything it needs for a red button [highest level of alarm] and that she is inclined
to press red. ‘Nothing is missing’, she says. ... The module manager, on the other hand, says that
he is missing something. He can’t describe it, but he is missing something. He then goes to the
passenger, who is American, and lets her tell him what it is that they are seeing. The passenger
replies: An E-cigarette, which immediately seems plausible to him. He says to Dana how good it is
if you can clarify this directly with the passenger. (security screener 77)

This sequence contains two aspects that guide the practice of airport screeners: firstly, the plausibility
check with which the ambiguity of the threat indicator is decomposed as harmless in a friendly
conversation, instead of initiating the highest alarm, which would initiate a number of security
measures, including the closure of the area. The frequently observed plausibility checks are
characterised by ‘calming’, as emphasised by Molotch (2014, 122). Herein the security screeners
handle their ‘mission ambivalence’ (Bassetti 2017, 2) between being alarmed and their role as service
personnel, who ensure a good experience for passengers, in favour of the latter.
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Interactions as such become necessary, secondly, only because of the inexplicability, which
functions as both an indication of a threat and of its harmlessness — refuting the thesis of the
democratic nature of control through technology (as in Linhardt 2000). This refers to an idea of
normality that cannot be made explicit. When they are at the hand baggage screen to evaluate the
images, baselining relates to what is identified as common, normal, and to what fits together. But in
this case knowledge refers less to explicable reasons than to a feeling that finds its reference in vast
recollection of previous experience. The sense ‘of not liking this at all’ or ‘feeling in the stomach’
(several security screeners) serves as a guide throughout the situations, or irritations of some kind,
in which their sensual impression was trusted as a worthwhile signal for an indicator. It stems from
attention to verbal, tactile and visual details” — including facial expressions, movements and side
conversations, which form the reference for what can be described as a sense of normality and proves
to be a collective situational baseline for suspicious behaviour in this context. Most of the screeners
have their own theory about the passenger, which finds their core in behaviour patterns that
sometimes deviate from the baseline, such as strong agitation, too obvious calmness or
inappropriately loud behaviour. But often these explicit cues are also questioned, not only because of
their indexicality, but also what has been learned via security handouts'® often contradicts their
experience, as one screener told us several times: ‘You have to discard how you were drilled’ (security
screener 77).

When Collins (2007, 258 =59; 2010, 99—117) explains his concept of somatic tacit knowledge,

he argues that there are guided rules that could be made explicable but that in the moment of action
are troublesome to use or have present. Working in the airport security (and border control) context
requires a constant observation and assessment of people, objects, and situations in light of what a
security actor perceives to be the normative expectation for the specific time and place. Therefore,
the security personnel have to stay immersed in society, and gain knowledge of what is seen as a
commonality in daily utensils (like what an up-to-date hair dryer looks like) in order to interpret the

changing images, they see.

Automation Research and Development: ‘The Data is There’
While there has been some on-site testing of intent detection systems, as in the aforementioned

projects, the dominant search for automated solutions still takes place in the laboratory. Scientists
from various fields (e.g. applied psychology, computational science) engage in research on the

17 See Parks study on airport screeners with an emphasis on the visual aspects in the ‘labour of searching
for something’ (2007, 187).

18 For security reasons we had no access to the service agreement for the airport screeners, in which rules
for the practice are formulated. As we know from our ethnographic conversations, at least in the past, the
service agreement also included information about which behaviour-based characteristics the screeners
should pay attention to.
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automation of intent detection relying on the measurement of physiological characteristics. The
narrative of one researcher who developed a system based on facial cues (having a background in
mathematics) represents many of the aspects that can be considered a common core in this field:

So what machine learning does is that you can extract certain features as we call them. So, for
example, let’s just say: you[‘ve] got 2,000 people who lied okay. And you’ve got their facial
expressions, their emotions, their blood flow pattern, their thermal everything. That data is there.
And there must be some features. . .. the timing of the answer or some facial expression, the blink
rate. Thatkind of thing. ... You collect abunch of data. You assume there is some sort of separation
between these data sets and then you train whatever sort of algorithm. ... And then we essentially
just throw those features into our algorithm. And the algorithm will say, ‘actually these features
belong in that class’. Lie class. (researcher 6)

This excerpt does not just outline the basic idea that deception, framed as deviation from normal
behaviour, can be determined by means of machine learning techniques (see e.g. Khan et al. 2021;

O’Shea et al. 2018; Elkins et al. 2018) via classifications, but it also illustrates how intent is

conceptualised for automated detection, starting with machine learning. The central rationale of this
filtering process is that of ground truthing. In the context of automation, it is based on the idea of a
quasi-natural truth that is to be found in the data, ‘that belong in that class’. Ground truth emerges
from content, for example images seeped in the system, which is to learn to recognize them,
transforming ‘content into data that computers can process’ (Aradau and Blanke 2015, 3). The system

is supposed to recognise differences within new content to enable it to automatically define normalcy
from the intent to deceive, or in the words of researcher 6 it is expected to figure out ‘the changes that
happen on the facial [expressions]’. Here, the decisive criteria of assessing the veracity of a person
are located in physical, bodily manifestations: like ‘facial expressions, their emotions, their blood
flow pattern’ (researcher 6). These cues are not only representing, but predetermining for example,
what a face looks like when one is speaking or hiding the truth, what emotions are felt, or which bodily
behaviour is indicating deceit. Here explicit knowledge emerges® — especially regarding the cues on
which the identification is based. The overall result is the creation of facticity. The underlying ground
truthing process can be described as creating invariable ground ‘truth excerpts’ (researcher 13). This
phrasing of the field sheds light on how the intention to deceive emerges through generalised
deviations from normalcy and — in sharp contrast to baselining — through abstraction from the
situation. In computational research, the reasoning is called the ground of truth on which certainty is
based that a specific person’s reaction can be clearly explained only in terms of the stimulus in
question respectively by defined specific proxy features indicating the intent to deceive. This

19 As implicit knowledge that cannot be algorithmically defined (such as social norms or collective
practices), information must always be converted into an explicit form.
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capability of the system is seen in the sheer amount of data to which algorithms can be applied, or as
researcher 6 termed it above, ‘that data is there’.

But machine learning does not create suspect categories. Instead, it works on the
binarization of data that is used to train models. Therefore, changing our perspective now to the
implicit dimensions of ground truthing in automated deception already on a semantic level, the
interviewees’ continuation of this process — assuming that “there is some sort of separation between
these data” (Jaton 2021, 272), points to the decision-making processes in this approach to make this
data actionable, which is ‘time consuming human work’. Especially within the practice of annotating
or labelling data, which later serves as training data, we can observe how humans and machines are
brought together in the same infrastructures to process the data. Stemming from a research field in
which we were shown and explained how annotations of body postures were done — both manually
and via algorithm, the following description of one researcher sheds light on how difference-
distinctions are construed that can lead to a classification system of harmful intent:

So it’s really this question of how much time do I give myself and how many resources. If I have an
unlimited budget and manpower, I can’t really say whether everything is impossible. However, it
is often always a compromise at this point and in theory it is assumed that an ensemble of people
should be able to reach an objective truth. Of course, there are problems where humans are not
that well suited, with machines, temperatures, etc., where we have better sensors than humans.
With exactly this task that concerns me, which involves detecting people, estimating poses and
recognizing activity. Purely theoretically, you can find a point where you are objectively
understood, that is, that you have caught the truth or have reached a tolerance range, that is the
truth. (researcher 13)

As we can see, annotating or labelling data varies with interpersonal situations, interactional norms,
and local agreements (and as Degenhardt and Bourne point out, scientists also integrate their ‘gut
feeling’ in the work, 2020, 218). It is based on problem knowledge, which can be characterised as
implicit and ambiguous or in Collins’s words socially ‘embedded’ (2010, 11). As its situational rules

are open to negotiation, the achievement of objectivity is redefined into a mere theoretical aim. Here
we see, just like Linhardt (2000, 95) emphasised, that a normalcy is materialised. The question of
what counts as an indicator of harmful intent directly points to what Collins (2010, 91) calls the
‘contingency’ problem, of why this knowledge is not explicated: a specific professional experience as
well as power relations that obfuscate the practice and choices made that add to the potentially
harmful consequences of problem definition and training data (see Barocas and Selbst 2016).

The contingency-problem can also be attributed to the constant accumulation of data, as a
final aspect of the implicit knowledge dimension of the filtering. As enormous databases that
everybody can use is the ultimate dream of researchers in this field, existing databases are an
additional source for the identification of cues. Stemming from heterogenous research, for example
on EEG-data or remote photoplethysmography (see Speth et al. 2021), and various epistemological
backgrounds, matching those databases, if publicly available, results in a conglomeration of data that
do not have much in common, due to the various cues that are placed as indicative of deception.
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Configuring Towards a Hermeneutics of Suspicion

Filtering is a fundamental technique by which both human and non-human actors shape their
environment through differentiation. As such, the article engages with an exemplary case of the
anticipated transformative potential of automation (as highlighted by Potthast, Jobard and Linhardt)
that not only justifies its integration into security technologies, but, as O’Grady (2021) emphasises,
allows us to take a closer look at the epistemological reasons for automation, which has an
increasingly significant influence on filter decisions made in an progressively more data-driven
society. In outlining the epistemological differences of baselining and ground truthing, we see that both
rationales involve tacit as well as explicit knowledge, but the way norms and deviation are captured
contrasts sharply.

What became evident in our research is the relevance of situated knowledge, of which the
tacit is an essential element. As Molotch (2014, 88) reminds us, the entire ‘human variation in
physical form as well as in biographical contingencies’ appears at the checks to be scrutinised for
actionability. While it is the border guards and screeners task to respond to travellers (service
imperative) and at the same time anticipating threats (security imperative), they have to
acknowledge the idiosyncrasies within the broad range of humanity. Security actors therefore use
multiple layers when investigating the situation, trying to achieve plausibility. This is unlike
machine-centred procedures that lack situative flexibility.

Therefore, the rationales of situational baselining can be characterised, as by Collins, as
improvisation, whereby ground truthing follows a logic of composition. Although automated detection
systems are key to the anticipatory logic to overcome the limits of knowledge by anticipating possible
futures (see Amoore 2013) in their reference and fixation on data from the past, they lack the ability
to adapt themselves to different environments or situations, respectively elements that are created
in situ. In comparison, improvisation is a reaction in the present to the unpredictable, and occurs in
the situation itself.

Although human rationales are reflexive, performative and context-dependent, they co-
produce a referential context centred on the idea that one accessible truth, in this case the deviation
of the situational base at the airport, is for a large part based on non-verbal behaviour. This is a
commonality in the otherwise heterogeneous fields that pursue contrasting approaches to truth
accountability. But this is even more the case within the envisioned automated intent detection, where
these foci form the implicit base but are encapsulated within the situated classification. Even though
our study captured different rationales between human- and machine-centred filtering procedures,
they all inherit shared moments and visions which Bigo and Tsoukala (2008, 23) refers to as a ‘de-
differentiation’ in this sphere: they produce knowledge about an environment that they are
simultaneously bringing into life and foster a belief that there is a way to detect the truth about one’s
intentions.

To summarise, while human filtering through baselining is accused of being biased, the
informational, machine-centred systems are hoped to be based on more neutral grounds (as in Jobard
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and Linhardt 2008; Potthast 2011). But automated filters are prone to their own way of producing

discriminatory referencing systems through reproduction. While there is an ascertained inscription
of normality in the sociomaterial assemblages, we concede that the more human-centred actions
within security work are replaced by automated systems, the more physiological cues will dominate
the hermeneutics of suspicion at work. Tinkering with these systems through drafting machine-
centred intent detection has a reality constituting effect that eliminates contextuality and the
acknowledgement of human diversity. It is presented as a remedy, a promise of truth verifications to
provide security which is more important than the reliability of the detection system, as Melissa
Littlefield (2011, 10) showed in her work on lie detectors and their successors. The anticipated
ontology of security, normality and deviance, and the perception of threats to which a device offers a
solution, is mediated in the research process that our participants reflect upon. Therefore, our
research can be understood as a contribution to the STS engagement with the bias of automated
systems. Thus, we sensitise for the concomitant that harmful intent as a nonverbal physiological
inscription manifests as an epistemological object, as well as a single truth in suspicion practices,
since the contingencies that the fields showed were not putting the idea of intent detection into
question. In our view, it would be worthwhile for STS research to engage not just more intensively
with security technologies per se, but to relate the claim of objectivity, when it comes to machine-
centred procedures, to the imagination of its object, in our case that of intent. In the end, we are
confronted with the question of how these developments could reconfigure our society.
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